
With data breaches occurring from the highest level 

of government to corporations and even law firms, 

cyber-security is a concern not only for the owner of the 

data, but also for service providers as well.1 For attor-

neys, this can mean balancing their discovery obliga-

tions to produce relevant information with their ethical 

obligations to protect confidential client information.2 

A confidentiality agreement or protective order is a 

traditional litigation tool for providing protection for 

confidential information. Ethical obligations to clients, 

however, necessarily require attorneys to have an un-

derstanding of the data that may be produced, and the 

technology underlying the data,3 even under the protec-

tions afforded by a confidentiality agreement.

With electronically stored information (ESI) domi-

nating the discovery landscape, merely having a confi-

dentiality agreement is not enough. Counsel must have 

an understanding of what needs to be protected, how it 

needs to be protected, and what level of protection may 

be needed. Producing ESI is the rule rather than the 

exception in most litigation,4 but counsel may inadver-

tently produce confidential client information if they do 

not have an understanding of both the easily reviewable 

data and the behind-the-scenes data. For example, if 

electronic data will be produced, then the attorney may 

need to understand what metadata is associated with 

any electronic files being produced to ensure adequate 

safeguards are taken depending on the level of security 

needed.5 If source code will be produced, then the at-

torney may need to know what programs are needed to 

review the source code and whether extra precautions 

are needed, such as limitations on accessing, copying, 

or printing the source code.6 

While many states and the American Bar Associa-

tion (ABA) have taken steps to educate lawyers about 

their ethical obligations when it comes to technology, 

nearly half of the lawyers that responded to a recent 

ABA poll remain unclear on their technology-related 

duties.7 This is particularly concerning when it comes 

to adequately protecting confidential client infor-

mation once a case has ended. While confidentiality 

agreements provide protections for the parties, and 

often third parties, during the life of the case, provi-

sions addressing the return or destruction of confiden-

tial information after a case ends are often brief and 

the express obligations directed primarily to the law 

firms involved in the case. If the parties did not have a 

confidentiality agreement, or relied on a default con-

fidentiality order or local rule protecting confidential 

information, then there may be no provisions for how 

to handle confidential information once the case ends. 

In jurisdictions following the ABA Model Rules 

of Professional Conduct (MRPC), an attorney’s duty 

to make reasonable efforts to prevent inadvertent 

or unauthorized disclosure of a client’s information 

continues not only after a case has ended, but after 

the lawyer-client relationship has terminated as well.8,9 

This also applies to third-party vendors that may have 

been retained to assist with the representation, such 

as e-discovery vendors.10 Numerous states have issued 

similar ethics rules and guidance specifically requiring 

a minimum level of competence with technology.11 

Accordingly, it is incumbent upon a lawyer to be as 

involved and protective during the wrap-up process as 

during the litigation itself. 

What follows are a few items to keep in mind while han-

dling the final administrative details before closing a case. 

Start Early
While protective orders or agreements between the 

parties may allow for the return or destruction of 

confidential information over a prolonged time peri-

od, early planning and investigation will prevent oth-

erwise avoidable delays in completing the process. 

For example, if a law firm has archival data systems 

and software that take a long time to fully purge of 

the confidential information, delaying the initiation 

of the process may mean an attorney cannot certify 

to a client or opposing counsel that the confidential 

information was destroyed in a timely manner. 
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Know the Requirements
Was there a confidentiality agreement or protective order providing 

for the return or destruction of confidential information at the con-

clusion of the case? If not, then confer with opposing counsel, your 

client, and any third parties (if appropriate) to establish agreed-upon 

protocols for the return or destruction of the confidential information 

exchanged during the case. If the parties agree to permit retention of 

certain confidential information or categories of data (e.g., corre-

spondence, pleadings, transcripts), then determine what ongoing 

protections will be accorded the retained data. 

If there is an agreement that provides for how confidential 

information will be handled upon the conclusion of the case, what 

does it say? The specific terms that may have been agreed to vary 

widely from case to case so it is important to review the language in 

the case-specific agreement. Generally, confidentiality agreements 

will provide for a set time period for compliance with any return or 

destruction obligations. Counsel will often be permitted to retain at 

least one copy of certain categories of documents that remain subject 

to the confidentiality agreement even after the conclusion of the case. 

The key is determining what obligations the parties may have or may 

agree to for handling and protecting confidential information once the 

case is over so that compliance may begin.

Indeed, it is as important to know what can be retained as it is to 

know what must be returned or destroyed in order to account for 

all of the confidential information exchanged during the case. From 

a data security standpoint, appropriate protections should continue 

to be provided for confidential client information. Alternatively, a 

client may require that its confidential information be returned or de-

stroyed by its counsel once the representation is over so appropriate 

steps may need to be taken in order to certify compliance with client 

requirements.

Know Where Everything is Stored (or Hiding) 
Paper copies of confidential information are generally easy to find 

and collect. Electronic documents may appear equally as easy 

to find, such as in personal drives, email folders, personal mobile 

devices and/or laptops, shared drives, and production databases, but 

there are other repositories that should be considered. For exam-

ple, some other locations to consider are cloud-based storage or file 

sharing sites, physical media (such as flash drives, CDs, DVDs, etc.), 

intranet/internet files, and voicemail boxes. 

Many law firms routinely back up their servers and/or have 

secondary email servers. If this is the case, then compliance with 

return/destruction obligations may require that an attorney not only 

ensure that confidential information of the other party has been 

returned/deleted from email servers, desktops, and shared drives, 

but also from any backup tapes or secondary servers. Similarly, an 

attorney should ensure that the same level of detail is undertaken by 

the opposing side in order to adequately safeguard the confidential 

information of the attorney’s client.

Advances in data security and technology management may mean 

there are servers or archives that are not readily accessible or even 

known by the attorney. As such, it behooves the attorney to solicit 

input early on from within the infrastructure of the law firm, such as 

a records manager or information technology (IT) specialist, to make 

sure that all possible locations for data are identified. To that end, 

just as the e-discovery process may have required review of client 

backup tapes or archives, confidential information could be hiding on 

a firm’s backup tapes or archives and may require a records manager 

or IT specialist to delete or extract the data. 

Remember the Experts and the Vendors
The case is over, the experts and vendors have long since been 

dismissed, but what about their data? Confidential information from 

either or both sides may have found its way to a document man-

agement company or an e-discovery vendor,12 to a jury analyst, to 

experts, and/or consultants. If there was a confidentiality agreement 

in the case, then the experts and vendors may already be aware of its 

terms and may even have executed an undertaking to comply with it. 

Some confidentiality agreements specifically impose affirmative 

obligations on the parties to request the return or destruction of 

confidential information from any experts, advisers, and/or vendors 

before certifying compliance. Regardless of whether such obligations 

exist, however, a best practice for counsel is to send a notice that the 

case is over to any experts and/or vendors that provided assistance 

during the case. Along with the notice, a reminder can be provided 

regarding the terms of the confidentiality agreement or instructions 

for how to treat the confidential information now that the case is 

over. This notice should be provided regardless of the source of the 

confidential information, particularly given ethical rules such as 

Rules 1.6(c) and 5.3 of the ABA MRPC. 

In conclusion, there is no “one size fits all” approach to handling 

confidential information and no set guideline for ensuring compli-

ance with ABA or state ethics rules. Just as an attorney must know 

and protect his or her client’s data during the life of the case, the 

attorney should continue to ensure any confidential client data is 

accounted for and protected once the case is over. 
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